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Lecture Main Topics
�� General introductionGeneral introduction

�� StateState--ofof--thethe--art reviewart review
�� Fault diagnosis nomenclatureFault diagnosis nomenclature

�� Main methods for fault diagnosisMain methods for fault diagnosis
�� Parameter estimation methodsParameter estimation methods
�� Observer and filter approachesObserver and filter approaches
�� Parity relationsParity relations
�� Neural networks and fuzzy systemsNeural networks and fuzzy systems

�� Application examplesApplication examples
�� Concluding remarksConcluding remarks
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Application Examples

�� Simulated case studiesSimulated case studies

�� Identification/FDI applicationsIdentification/FDI applications

�� Real processesReal processes

�� Research worksResearch works

�� Undergraduate theses topics Undergraduate theses topics 
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Simulated Application Examples
Simulated Gas TurbineSimulated Gas Turbine
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Simulated Application Examples (Cont’d)
Simulated Gas TurbineSimulated Gas Turbine
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Simulated Application Examples (Cont’d)
Simulated Gas TurbineSimulated Gas Turbine
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Simulated Application Examples (Cont’d)
Simulated Gas Turbine (SIMULINKSimulated Gas Turbine (SIMULINK®®))

25/09/2018

SistemiSistemi didi SupervisioneSupervisione AdattativiAdattativi. Silvio Simani. Silvio Simani8

Simulated Application Examples (Cont’d)
Simulated Power Plant: Simulated Power Plant: Pont sur Pont sur SambreSambre
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Simulated Application Examples (Cont’d)
Simulated Power Plant: Simulated Power Plant: Pont sur Pont sur SambreSambre
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Simulated Application Examples (Cont’d)
Simulated Gas TurbineSimulated Gas Turbine
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Simulated Application Examples (Cont’d)
Small Aircraft ModelSmall Aircraft Model
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Simulated Application Examples (Cont’d)

Small Aircraft ModelSmall Aircraft Model
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Simulated Application Examples (Cont’d)

Aerospace SatelliteAerospace Satellite
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Simulated Application Examples (Cont’d)

Aerospace SatelliteAerospace Satellite
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Fault Diagnosis Fault Diagnosis 
Application StudiesApplication Studies
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Gas Turbine FDI (Gas Turbine FDI (11))
� MIMO SIMULINK model of a real single-shaft industrial gas turbine 

with variable Inlet Guided Vane (IGV) angle working in parallel with 
electrical mains

Block diagram Block diagram 
of the gas of the gas 

turbine modelturbine model
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SIMULINK Model Validation
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SIMULINK Model Validation (Cont’d)
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SIMULINK Model Validation (Cont’d)
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SIMULINK Model Identification

� Inputs

� Outputs
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SIMULINK Model Signals
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Gas Turbine Simulator
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Gas Turbine Inputs (with noise)
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Gas Turbine Outputs (with noise, Cont’d)
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Gas Turbine Outputs (with noise, Cont’d)
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Gas Turbine Outputs (with noise, Cont’d)
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Parameter Variations
� Table 5.2 shows the parameter variations of the input-

output model relative to the pic measurement versus the 
measurement noise
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OO Design Example
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UIO Design Example
A = [0.9944 -0.1203 -0.4302;

0.0017  0.9902 -0.0747;

0       0.8187  0];

B = [0.4252 -0.0082 0.1813]';

E = [1 0;

0 1;

0 0];

C = eye(3);

D = zeros(3,3); 

v = [0.75 0.80 0.85];

H = E*pinv(C*E);

T = eye(size(H*C)) - H*C;

K1 = place( (A-H*C*A)' , C', v )';

F = A-H*C*A - K1*C;

K2  = F*H;

K = K1 + K2;

�
�
�
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Gas Turbine FDI
� Fault detection thresholds
� Fault-free residuals ± 10% margins
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Gas Turbine FDI (UIO)

� Fault-free residual 
generated by the UIO 
driven by the signal of 
Mf input sensor and 
that it is insensitive to 
the signal of the IGV 
input sensor

� The eigenvalues of 
the state distribution 
matrix of the UIO are 
placed near to 0.2

25/09/2018

SistemiSistemi didi SupervisioneSupervisione AdattativiAdattativi. Silvio Simani. Silvio Simani32

Gas Turbine FDI (UIO, Cont’d)
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Gas Turbine FDI (UIO, Cont’d)
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Gas Turbine FDI (OO, Cont’d)
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Gas Turbine FDI (OO, Cont’d)

MinimalMinimal
detectabledetectable
step faultsstep faults
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Gas Turbine FDI (Ramp Faults)

FDI with UIO and OO: Examples FDI with UIO and OO: Examples 
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Minimum Detectable Ramp Faults
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FDI with Kalman FiltersFDI with Kalman Filters
� Kalman Filters for residual generation

� Set of measured variables of the system compared with the 
corresponding signals estimated by  the KFs to generate residual 
functions

� The diagnosis can be performed by detecting the changes of 
these residuals caused by a fault
� The fault diagnosis of input sensors uses a number of KF equal to 

the number of input variables
� Each KF is designed to be insensitive to a different input of the 

system
� Output sensor faults are detected by means of a classic KF, driven by 

a single output and all the inputs of the system
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KF Design Example
A = [1.1269   -0.4940    0.1129

1.0000         0         0

0    1.0000         0];

B = [-0.3832

0.5919

0.5191];

C = [1 0 0];

D = zeros(1,2);
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KF Design Example (Cont’d)
Plant = ss(A,[B B],C,0,-1,'inputname',{'u' 

'w'},'outputname','y');

%%% Note: set sample time to -1 to mark model

%%% as discrete

Q = 1; R = 1; %%% Assuming that Q = R = 1;

[kalmf,L,P] = kalman(Plant,Q,R);
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KF for FDI
� Because of the linear property of the identified 

model and because of the additive effect of the 
faults on the system, it may easily be shown 
that the effect of the change on the innovation 
is also additive

� Any abrupt change in measurements due to a 
fault is reflected in a change in the mean value 
and in the standard deviation of innovations
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KF for FDI (Cont’d)
� KF produces zero-mean and independent white 

residuals with the system in normal operation
� Testing how much the sequence of innovations 

has deviated from the white noise hypothesis
� Tests which performed on the innovations r(t)

are the usual ones for zero-mean and variance, 
in the form of cumulative sum algorithms
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KF for FDI (Cont’d)
Residual mean value and varianceResidual mean value and variance
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KF for FDI (Cont’d)
Residual whiteness: Residual whiteness: ��22 testtest
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FDI with Kalman Filters
� If a system abnormality occurs, the statistics of 

r(t) change, so the comparison of r(t) and  with 
a threshold � fixed under no faults conditions, 
becomes the detection rule

� Such a threshold can be settled the aid of �2

tables that can be computed as a function of 
the false-alarms probability 	 and of the 
window size M
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FDI with Kalman Filters (Cont’d)

Fault detectionFault detection
thresholdsthresholds
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FDI with Kalman Filters (Cont’d)

Fault detectionFault detection
thresholdsthresholds
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FDI with Kalman Filters (Cont’d)
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FDI with Kalman Filters (Cont’d)
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FDI with Kalman Filters (Cont’d)
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FDI with Kalman Filters (Cont’d)
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Minimal Detectable Faults
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FDI with Fuzzy SystemsFDI with Fuzzy Systems
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Residuals from Fuzzy Models

Fuzzy modelFuzzy model
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Fuzzy Identification Details
� The GK clustering algorithm was used with

M = 3 clusters (operating conditions) and n
= 2 the number of sample delays of the 
inputs and outputs

� After clustering, the system parameters 
i
with i = 1, …, M for each output, were 
estimated using LSM
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Fuzzy FDI Results
� Mean square estimation errors

� Comparisons (minimal detectable faults)
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Fuzzy FDI Results (Cont’d)

Observer          vs.       fuzzy modelObserver          vs.       fuzzy model

25/09/2018

SistemiSistemi didi SupervisioneSupervisione AdattativiAdattativi. Silvio Simani. Silvio Simani58

FDI with Neural NetworksFDI with Neural Networks
� Identification of faults regarding control sensors 

of the single shaft industrial gas turbine
� Faults modelled by step functions create 

changes in several residuals obtained by using 
dynamic observers

� NN is exploited to find the connection from a 
particular fault regarding input and output 
sensors to a particular residual
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Fault Identification via NN
� Observers generate residuals that do not depend on the 

dynamic characteristics of the plant, but only on sensors 
faults

� NN classifies static patterns of residuals, which are 
uniquely related to particular fault conditions 
independently from the plant dynamics

� A number of residuals equal to the number of the 
outputs of the process is obtained by the difference 
between the estimated measurements computed by 
observers and the real measurements
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Fault Identification via NN (Cont’d)

� The identification of output sensor faults is indeed 
very easy, since each output measurement is 
directly connected to a single residual generator 

� This situation does not hold for the inputs, and 
the relation between input faults and residuals 
should be determined

� The solution to this problem was obtained by 
exploiting the learning capabilities of a NN

� Find the relationships that exist between input 
sensor faults and residuals
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Fault Identification via NN (Cont’d)

� The classification method is typically an off-line 
procedure in which the fault mode is  first defined 
and the data (residuals) are then collected

� The classification of process residuals can be 
carried out in accordance with the information 
about different faults

� It is known that certain residual patterns 
correspond to the normal operation and other 
patterns correspond to the faulty operation
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Fault Identification via NN (Cont’d)

� With this kind of data the training of the NN is 
performed

� The NN implemented by the Neural Network 
Toolbox for MATLAB are Multi-layer Perceptron 
and Radial Basis Function NN

� Able to approximate any continuous function with 
an arbitrary degree of accuracy, provided with a 
sufficient number of neurons
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Network Training
�� OneOne

residualresidual
for each for each 
output (6)output (6)

�� 11 fault 11 fault 
sizessizes
simulatedsimulated

�� 6 inputs 6 inputs 
for the NNfor the NN
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Network Training (Cont’d)

�� OneOne
signalsignal

�� 11 fault 11 fault 
sizessizes

�� 1 output 1 output 
for the for the 
NNNN
(target)(target)
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NN Training Results

�� SSE = sum SSE = sum 
of square of square 
errors (of errors (of 
the neural the neural 
network)network)
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Power Plant FDI (Power Plant FDI (22))
� MIMO real 120MW power plant of Pont sur Sambre. It is a double-

shaft industrial gas turbine working in parallel with electrical mains
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MIMO Power Plant of Pont sur Sambre

N = 2200N = 2200 samples:samples:

InputsInputs

TTss = 10 s.= 10 s.

OutputsOutputs
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Plant Inputs (u1 & u2)
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Plant Inputs (u3 & u4)
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Plant Input (u5) and Output (y1)
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Plant Outputs (y2 & y3)
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Model Matrices: A & B
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Model Matrices: C & D
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UIO Design (Example)

FaultFault
detectiondetection
thresholdsthresholds
with 10% with 10% 
marginmargin

UIOUIO
eigenvalueseigenvalues
near to 0.2near to 0.2
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UIO Design (Example, Cont’d)

InputInput
sensorsensor
fault at fault at 
t=150t=150 s.s.
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OO Design (Example)
Fault detection Fault detection 
thresholdsthresholds
with 10% with 10% 
margin.margin.

OOOO
eigenvalueseigenvalues
between 0 and between 0 and 
0.20.2
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OO Design (Example, Cont’d)
Output sensor Output sensor 
fault commencing fault commencing 
atat t=150s.t=150s.

Fault size 10% of Fault size 10% of 
the mean value the mean value 
of the of the 
correspondingcorresponding
outputoutput
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Minimal Detectable Faults

� OO and UIO
� Minimal fault sizes determined by trial and error 

procedure (simulations) 



25/09/2018

SistemiSistemi didi SupervisioneSupervisione AdattativiAdattativi. Silvio Simani. Silvio Simani79

Kalman Filter FDIKalman Filter FDI
� Kalman filter noise terms

� Minimal detectable faults
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Gas Turbine FDI (Gas Turbine FDI (33))
� MIMO SIMULINK prototype of a real single-shaft industrial gas 

turbine
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Turbine Control Inputs

Gas turbine input signals: (a) valve angle and (b) fuel Gas turbine input signals: (a) valve angle and (b) fuel flflowow
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Turbine Block Diagram
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Turbine Signal Details
� Turbine input accuracy

� Model identification
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Model Validation

� Estimation errors (loss function)



25/09/2018

SistemiSistemi didi SupervisioneSupervisione AdattativiAdattativi. Silvio Simani. Silvio Simani85

Model Parameters
Identified parameters, and inputIdentified parameters, and input--output variance valuesoutput variance values
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Fault Cases (Fault Case 1)
� Fault case 1case 1 represents fouling of the surfaces of 

the compressor blades, this reduces air flow, 
changes the blade aerodynamics and consequently 
changes the surface roughness

� The failure is modelled as a gradual decrease in 
mass flow rate for a given pressure ratio

� The maximum decrease in mass flow rate is set 
nominally at 5%

� Fault development rate is set to (5% decrease of 
normal flow rate)/hour.
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FDI Scheme (Fault Case 1)

� Submodel

� Output observer for 
fault detection
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Fault Case 1Case 1 Signals
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Fault Case 1Case 1 Detection

ObserverObserver
eigenvalueseigenvalues
near to 0.3 near to 0.3 

Ramp fault caseRamp fault case

Fault starts at Fault starts at 
t=15s.t=15s.
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Fault Cases (Fault Case 2)
� The case 2case 2 fault represents the malfunctioning 

of a thermocouple in the turbine gas 
� It leads to a slowly increasing or decreasing 

reading over time
� There is no limit placed on the error magnitude
� The fault development rate is set to (5% error 

in measuring actual temperature)/hour
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Fault Case 2 Detection
�� Output observer Output observer 

structure and structure and 
diagnostic signaldiagnostic signal

�� Observer eigenvalues Observer eigenvalues 
chosen near to 0.3chosen near to 0.3
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Real and estimated fault signalsReal and estimated fault signals

Fault Case 2 Signals
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Fault Case 2 Results
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� Fault case 3case 3 represents the fault fs(t) of the 
turbine

� This results in a reduction in turbine efficiency
� The fault is modelled as a gradual reduction in 

turbine efficiency over time
� The maximum decrease in turbine efficiency is 

set nominally at 5% 
� Fault development rate is set to (5% reduction 

of normal efficiency)/hour

Fault Cases (Fault Case 3)
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Fault Case 3 Signals

Real and estimated fault signalsReal and estimated fault signals
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Fault Case 3 Detection

Residual generation strategy Residual generation strategy 
and diagnostic signaland diagnostic signal
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� Fault case 4case 4 fc(t) affects the actuator of the turbine 
controller

� Under the assumption that there are no actuator dynamics 
in the current turbine model, the fault fc(t) of the actuator 
causes a slower response to demanded flow rates

� Its effect is modelled as a simple first order lag on the 
resulting fuel flow

� The actuator response time constant increases linearly 
with the time in order to represent a progressive damage 
to the actuator

Fault Cases (Fault Case 4)
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�� FDI subsystemFDI subsystem

Fault Case 4 Detection

�� Diagnosis observer Diagnosis observer 
(eigenvalues near 0.4)(eigenvalues near 0.4)
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Monitored output signal and fault mode Monitored output signal and fault mode 

Fault Case 4 Signal Details
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�� Fault commences at Fault commences at t=15s.t=15s.

Fault Case 4 Signal Details
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Fault Isolation
� Each fault affects a different output (FMEA…)

�� Failure Mode and Effect AnalysisFailure Mode and Effect Analysis
�� Engineering procedureEngineering procedure
�� Fault effects on each output: sensitivity analysisFault effects on each output: sensitivity analysis

� One observer for each output

�� Fault signatureFault signature
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Kalman Filter DesignKalman Filter Design
Identified parameters, and inputIdentified parameters, and input--output variance valuesoutput variance values



25/09/2018

SistemiSistemi didi SupervisioneSupervisione AdattativiAdattativi. Silvio Simani. Silvio Simani103

FDI with KF: Fault Case 1Case 1

�� Fault @ Fault @ t=15s.t=15s.
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FDI with KF: Fault Case 2Case 2

�� Fault @ Fault @ t=15s.t=15s.
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FDI with KF: Fault Case 3Case 3

�� Fault @ Fault @ t=15s.t=15s.
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FDI with KF: Fault Case 4Case 4

�� Fault @ Fault @ t=15s.t=15s. but different dynamicsbut different dynamics
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Minimal Detectable Faults

�� RampRamp
functionsfunctions

�� A detection A detection 
delay is delay is 
defineddefined

�� Positive and Positive and 
negativenegative
thresholdsthresholds
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Minimal Detectable Faults (Cont’d)

Minimum detectable faults by monitoring residual Minimum detectable faults by monitoring residual 
and innovation valuesand innovation values
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Small Aircraft FDI (Small Aircraft FDI (44))

�� AircraftAircraft
axes and axes and 
anglesangles
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Aircraft Nonlinear Model

�� AircraftAircraft
nonlinearnonlinear
simplifiedsimplified
modelmodel

�� 4 inputs and 4 inputs and 
10 outputs10 outputs

�� 3 disturbance 3 disturbance 
signalssignals
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Navigation and Guidance System

Overall architecture of the NGC systemOverall architecture of the NGC system
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Linear Identified Model

� State-space model, with:
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Input Signals and Noise
�� Input sensor errors parametersInput sensor errors parameters

�� Wind gust parametersWind gust parameters
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Identification/Validation Data
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State-Space Matrices

�� Model order Model order n=10n=10 -- 1111
�� Aircraft model matrix Aircraft model matrix AA
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State-Space Matrices (Cont’d)

Aircraft model matrices Aircraft model matrices BB andand EE
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Minimal Detectable Faults (UIO)

�� UIO: 4 residual generators (one for each UIO: 4 residual generators (one for each 
input signal) deinput signal) de--coupled from 1 input sensor coupled from 1 input sensor 
(fault)(fault)
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Minimal Detectable Faults (UIO, Cont’d)

�� Bank residuals Bank residuals 
for the 1for the 1stst

control input control input 
fault isolationfault isolation

�� OptimisedOptimised
eigenvalueseigenvalues

�� ThresholdsThresholds
fixed as faultfixed as fault--
free residual free residual 
meanmean ±±
4*standard4*standard
deviation deviation 
valuesvalues
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Minimal Detectable Faults (OO)

�� OO: 9 MISO residual generators (one for each OO: 9 MISO residual generators (one for each 
output)output)
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�� Bank residuals for Bank residuals for 
the 9th output the 9th output 
sensor fault isolationsensor fault isolation

�� OptimisedOptimised
eigenvalueseigenvalues

�� Thresholds fixed as Thresholds fixed as 
faultfault--free residual free residual 
meanmean ±± 9*standard9*standard
deviation valuesdeviation values

Minimal Detectable Faults (OO, Cont’d)
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Kalman Filter for FDIKalman Filter for FDI
�� KF residuals         vs.       OO residualsKF residuals         vs.       OO residuals

�� Smaller minimal detectable faultsSmaller minimal detectable faults
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Satellite FDI (Satellite FDI (55))
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� Redundant
configuration of 
4 thrusters

� 2 IMUs (Inertial 
Measurement
Unit)

� Satellite
dynamic model

Satellite
Structure
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Satellite Control System
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Identification Procedure
� Satellite state-space 

model

� Identified from simulated 
data
� M estimation sequences 

(i=1,…, M)

� Estimation of the 
matrices (A, B, C, L) � �
 ��

�

�
N
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Residual Generator Design
�� UIO deUIO de--coupledcoupled

from the ifrom the i--th input th input 
((i=1,…,4i=1,…,4))

�� + 1 + 1 
observerobserver
for the for the 
healthyhealthy
casecase
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Robust FDI

CombinationCombination
ofof

disturbancedisturbance
estimationestimation

andand
faultfault

dede--couplingcoupling
forfor

robustrobust
FDIFDI

5 diagnosis observers5 diagnosis observers
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FDI Results
� Residual

signals
� Fault detection 

(from observer 
n=0)

� Fault isolation 
from UIOi with
smaller residual
rk (i=1,…,4)
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FDI Results (Cont’d)

NOTE:NOTE:

0.11 rad = 6°0.11 rad = 6°

1.08 rad = 61°1.08 rad = 61°
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Conclusion – Lecture 4
�� ModelModel--Based FDIBased FDI

�� Analytical RedundancyAnalytical Redundancy

�� StateState--Space ModelsSpace Models

�� Residual GenerationResidual Generation
�� Unknown Input Observers UIOUnknown Input Observers UIO

�� Dynamic Observers / Kalman FiltersDynamic Observers / Kalman Filters

�� Neural Networks and Fuzzy Systems Neural Networks and Fuzzy Systems 

�� Residual Evaluation/Change DetectionResidual Evaluation/Change Detection

��Application examplesApplication examples


