
21/01/2009 1

Diagnosi Automatica Dei GuastiDiagnosi Automatica Dei Guasti

““FAULT DIAGNOSIS OFFAULT DIAGNOSIS OF DYNAMIC DYNAMIC 
SYSTEMS USINGSYSTEMS USING MODELMODEL--BASED ANDBASED AND

FILTERING APPROACHESFILTERING APPROACHES””

Silvio Simani
January 2009

21/01/2009

DiagnosiDiagnosi Automatica Automatica deidei GuastiGuasti by Silvio Simaniby Silvio Simani2

Annual Meetings on FDIAnnual Meetings on FDI
IFAC SAFEPROCESS Symposium
Symposium on Fault Detection Supervision 
and Safety for Technical Processes

1st held in Baden–Baden, Germany in 1991
2nd in Espo, Finland in 1994
3rd at Hull, UK in 1997
4th held in Budapest, Hungary in 2000
5th at Washington DC in July 2003
6th in Beijing, P.R. China, August 2006
7th scheduled in Barcelona, Spain in 2009
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Nomenclature
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Nomenclature (cont’d)
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Nomenclature (Cont’d)
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Nomenclature (Cont’d)
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Nomenclature (Cont’d)
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Nomenclature (Cont’d)

NOTE: Incipient fault = hard to detect !!!NOTE: Incipient fault = hard to detect !!!
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Nomenclature (Cont’d)
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Application Examples

Simulated case studiesSimulated case studies

Identification/FDI applicationsIdentification/FDI applications

Real processesReal processes

Research worksResearch works

Undergraduate theses topics Undergraduate theses topics 
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Simulated Application Examples
Simulated Gas TurbineSimulated Gas Turbine
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Simulated Application Examples (Cont’d)
Simulated Gas TurbineSimulated Gas Turbine
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Simulated Application Examples (Cont’d)
Simulated Gas TurbineSimulated Gas Turbine

21/01/2009

DiagnosiDiagnosi Automatica Automatica deidei GuastiGuasti by Silvio Simaniby Silvio Simani14

Simulated Application Examples (Cont’d)
Simulated Gas Turbine (SIMULINKSimulated Gas Turbine (SIMULINK®®))
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Simulated Application Examples (Cont’d)
Simulated Power Plant: Simulated Power Plant: Pont sur Pont sur SambreSambre

21/01/2009

DiagnosiDiagnosi Automatica Automatica deidei GuastiGuasti by Silvio Simaniby Silvio Simani16

Simulated Application Examples (Cont’d)
Simulated Power Plant: Simulated Power Plant: Pont sur Pont sur SambreSambre
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Simulated Application Examples (Cont’d)
Simulated Gas TurbineSimulated Gas Turbine
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Simulated Application Examples (Cont’d)
Small Aircraft ModelSmall Aircraft Model
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Simulated Application Examples (Cont’d)

Small Aircraft ModelSmall Aircraft Model
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Simulated Application Examples (Cont’d)

Aerospace SatelliteAerospace Satellite
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Simulated Application Examples (Cont’d)

Aerospace SatelliteAerospace Satellite
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Simulated Application Examples (Cont’d)
Manifacturing ProcessManifacturing Process
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Simulated Application Examples (Cont’d)

Manifacturing ProcessManifacturing Process JAM!

(possibly unskilled)
human operator
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Introduction
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Introduction (Cont’d)
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Introduction (Cont’d)

ModelModel--Based FDI Methods:Based FDI Methods:
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Introduction (Cont’d)

Signal ModelSignal Model--Based Methods:Based Methods:

Change Detection: Residual AnalysisChange Detection: Residual Analysis
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Introduction (Cont’d)
Model Uncertainty and FDI

Model-reality mismatch
Sensitivity problem: incipient faults!

Robustness in FDI
Disturbance, modelling errors, uncertainty
UIO and Kalman filter: robust residual generation 

System Identification for FDI
Estimation of a reliable model
Modelling accuracy
Disturbance estimation (recall: ARX, ARMAX, BJ) 
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Introduction (Cont’d)

Fault Identification MethodsFault Identification Methods
Fault nature (type, shape) & size (amplitude)Fault nature (type, shape) & size (amplitude)

Approximate Reasoning Methods:Approximate Reasoning Methods:
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Introduction (Cont’d)
FDI applications status & reviewFDI applications status & review
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Introduction (Cont’d)
FDI applications status & reviewFDI applications status & review
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Introduction (Cont’d)
FDI applications status & reviewFDI applications status & review



21/01/2009

DiagnosiDiagnosi Automatica Automatica deidei GuastiGuasti by Silvio Simaniby Silvio Simani33

Model-based FDI Techniques
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)

1.1.

2.2.
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)

Modelling of Faulty Systems
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)

Fault Location:Fault Location:

ActuatorsActuators

Process or system Process or system 

componentscomponents

Input sensorsInput sensors

Output sensorsOutput sensors

ControllersControllers
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)

Fault and System ModellingFault and System Modelling
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)
Fault and System ModellingFault and System Modelling
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)
Fault and System ModellingFault and System Modelling
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)
Fault and System ModellingFault and System Modelling
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)

Modelling Modelling 
of Faulty of Faulty 
SystemsSystems
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ModelModel--based FDI Techniques (Cont’d)based FDI Techniques (Cont’d)

Modelling Modelling 
of Faulty of Faulty 
SystemsSystems

Transfer function Transfer function 
description:description:
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Residual Generator StructureResidual Generator Structure

Under faultUnder fault--freefree

assumptions, theassumptions, the

residual signal residual signal r(t)r(t)

is is ““almost zeroalmost zero””
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Residual General Structure (Cont’d)Residual General Structure (Cont’d)

Residual generationResidual generation
via system simulatorvia system simulator

z(t) is the simulated
plant output
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Residual General Structure (Cont’d)Residual General Structure (Cont’d)

Residual generator:Residual generator:

Constraint conditions: Constraint conditions: designdesign
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General Residual EvaluationGeneral Residual Evaluation

Faulty residual

Fault
free
residual

Detection thresholds
ε(t)
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General Residual Evaluation General Residual Evaluation (example)(example)

Fault free residualFault free residual FaultFault--free & free & faultyfaulty residualsresiduals

Detection thresholdsDetection thresholds
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Residual Generation TechniquesResidual Generation Techniques

Fault detection via parameter     

estimation

Observer-based appoaches

Parity (vector) relations
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Residual General StructureResidual General Structure
ObserverObserver--based approachbased approach

Plant modelPlant model

Observer modelObserver model

Output estimation approach!Output estimation approach!
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Residual Generator StructureResidual Generator Structure

Plant modelPlant model

Observer modelObserver model

State estimationState estimation modelmodel

State estimationState estimation propertyproperty (fault(fault--free case!!!)free case!!!)
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Residual Generator PropertyResidual Generator Property
+ disturbance signals and fault + disturbance signals and fault 
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Residual Generator Property (Cont’d)Residual Generator Property (Cont’d)

+ fault signals + fault signals 

System model System model 

Observer model Observer model 

Output estimation errorOutput estimation error
with faults with faults but noisebut noise--free free 

Both Both e(t)e(t) and and eexx(t) (t) are suitable residuals!are suitable residuals!
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Output Observer & UIO: Output Observer & UIO: introintro
State transformation

Observer

State estimation error

Residual
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General Residual EvaluationGeneral Residual Evaluation

Faulty residual

Fault
free
residual

Detection thresholds
ε(t)



21/01/2009

DiagnosiDiagnosi Automatica Automatica deidei GuastiGuasti by Silvio Simaniby Silvio Simani57

Change Detection & Residual EvaluationChange Detection & Residual Evaluation

Faulty residual

Fault
free
residual

Detection thresholds
ε(t)
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Residual GenerationResidual Generation

Output ObserversOutput Observers

Unknown Input ObserversUnknown Input Observers

Fault DetectionFault Detection

Fault IsolationFault Isolation, , i.e. where is the i.e. where is the 
faultfault? ? 
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Output Observer

Process model with faultsProcess model with faults

InputInput--output sensor faultsoutput sensor faults

Observer for the iObserver for the i--th output yth output yii(t)(t)

( ) modelprocessspacestatetheis,, −iii CBA
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Output Observer for Fault Detection

Given the observer modelGiven the observer model

Under faultUnder fault--free assumptionsfree assumptions

Fault detection logicFault detection logic
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Output Observer for Fault Isolation

Process model

Bank of output observersBank of output observers

)()()( * tftyty ii +=
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Output Observer for Fault Isolation (Cont’d)(Cont’d)

Bank of Bank of 
output observersoutput observers

)()()( * tftyty ii +=

FaultFault--free case:free case:

Faulty caseFaulty case
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Output Observer for Fault Isolation (Cont’d)(Cont’d)
Bank of Bank of 
output observersoutput observers

)()()( * tftyty ii +=

FaultFault--free case:free case:

Faulty caseFaulty case

0)(lim ≠
∞→

tri
t
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Unknow Input Observer (UIO)

System with disturbanceSystem with disturbance
““Unknown InputUnknown Input””

DefinitionDefinition:: An observer is defined as an An observer is defined as an Unknown Input ObserverUnknown Input Observer
forfor the system the system with disturbance (above),with disturbance (above), if its state estimation if its state estimation 

error vector error vector eexx(t)(t) approaches zero asymptotically, regardless of the approaches zero asymptotically, regardless of the 
presence of the unknown inputpresence of the unknown input term in the system.term in the system.

Unknown Unknown InputInput

Disturbance Distribution Matrix Disturbance Distribution Matrix (Known)(Known)
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UIO Model

Given:Given:
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UIO Structure

Plant ModelPlant Model

UIO ModelUIO Model

Observer Design???Observer Design???
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UIO Design
Plant ModelPlant Model

UIO ModelUIO Model

)1(ˆ)1()1( +−+=+ txtxtex State estimation errorState estimation error
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UIO Design (Cont’d)(Cont’d)
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UIO Design (Cont’d)(Cont’d)

This means that, if all the eigenvalues of F are 
stable, ex(t) will approach zero asymptotically, 
i.e., . Hence, according to the definition of the UOI described by the model 
above, it is an UIO for the monitored system. The design of this UIO consists of 
solving the equation system and making all eigenvalues of the system matrix F be 
stable.

)()(ˆ txtx →
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UIO Design (Cont’d)(Cont’d)

******

******

**

****
******
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UIO for Fault (Detection) + Isolation

General systemGeneral system

UIO modelUIO model

Process with input faults
Output sensorsOutput sensors
are faultare fault--freefree
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UIO for FDI

UIO for Residual GenerationUIO for Residual Generation
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UIO for FDI (Cont’d)

UIO for Residual GenerationUIO for Residual Generation
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UIO for FDI (Cont’d)
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UIO for FDI (Cont’d) 

UIO for inputUIO for input
sensor sensor ffuu(t) (t) 
fault isolationfault isolation
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UIO for FDI (Cont’d) 

* **

*

**
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UIO for FDI (Cont’d)  

*

*

**

**
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UIO for FDI (Cont’d) Σ

ΣΣ
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Fault Isolation with UIO
Each observer is insensitive toEach observer is insensitive to
one input sensor: one input sensor: 
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Multiple FDI

Input sensor FDIInput sensor FDI Input sensor FDIInput sensor FDI



21/01/2009

DiagnosiDiagnosi Automatica Automatica deidei GuastiGuasti by Silvio Simaniby Silvio Simani81

Multiple FDI (Cont’d)

Fault SignatureFault Signature

UIOUIO

DynamicDynamic
ObserversObservers
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Multiple FDI 
(Cont’d)

i)

ii)
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Residual Disturbance Robustness

Residuals Residuals 
decoupled from decoupled from 
disturbancedisturbance

Robust residual Robust residual 
generatorgenerator

Disturbance Disturbance 
effect effect 
minimisationminimisation

Measurement Measurement 
errorserrors
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FDI with Noisy Measurements

Model with fault and noiseModel with fault and noise

Model with noise only: Model with noise only: Kalman filterKalman filter!!
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Kalman Filter Design

(State and Output Prediction)(State and Output Prediction)

*

*
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Kalman Filter Design (Cont’d)

(Vector Updates)(Vector Updates)
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Kalman Filter Design (Cont’d)

(Vector Updates)(Vector Updates)
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Defined:
It minimises: 
i.e. the mean square error & the error 
covariance matrix

Filter gain
Solution of the difference equation:   

Kalman Filter Properties (Cont’d)
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Kalman Filtering for FDI

*

*
*

1)1)

2)2)

3)3)
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Kalman Filtering for FDI (Cont’d)

)|1()1()1()1()1( ttxCtytytyte i
Fii

i
Fii +−+=+−+=+InnovationInnovation

(i)(i)

(ii)(ii)
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Kalman Filtering for FDI (Cont’d)

)|1()1()1()1()1( ttxCtytytyte i
Fii

i
Fii +−+=+−+=+InnovationInnovation

21/01/2009

DiagnosiDiagnosi Automatica Automatica deidei GuastiGuasti by Silvio Simaniby Silvio Simani92

KF Residual Evaluation...KF Residual Evaluation...

)|1()1()1()1()1( ttxCtytytyte i
Fii

i
Fii +−+=+−+=+InnovationInnovation

Which thresholds???Which thresholds???
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Kalman Filtering for FDI (Cont’d)

)|1()1()1()1()1()( ttxCtytytytetr i
Fii

i
Fii +−+=+−+=+≡

Innovation orInnovation or
Residual Residual r(t)r(t)

(i)(i) Statistical TestsStatistical Tests

ZeroZero--meanmean

&&

variancevariance
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Kalman Filtering for FDI (Cont’d)

)|1()1()1()1()1()( ttxCtytytytetr i
Fii

i
Fii +−+=+−+=+≡

Innovation orInnovation or
Residual Residual r(t)r(t)

(ii)(ii) Statistical TestsStatistical Tests

Whiteness testWhiteness test

χχ22 −− typetype
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Kalman Filtering for FDI (Cont’d)

Whiteness testWhiteness test

χχ22 −− typetype

previously seen
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KF Residuals: Mean-value (example)

FaultFault--freefree
&&

faultyfaulty
residualsresiduals
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KF Residuals: Standard deviation (example)

FaultFault--freefree
&&

faultyfaulty
residualsresiduals
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KF Residuals: Whiteness test (example)

FaultFault--freefree
&&

faultyfaulty
residualsresiduals
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Conclusion

ModelModel--Based FDIBased FDI

Analytical RedundancyAnalytical Redundancy

StateState--Space ModelsSpace Models

Residual GenerationResidual Generation

Unknown Input Observers UIOUnknown Input Observers UIO

Dynamic Observers / Kalman FiltersDynamic Observers / Kalman Filters

Residual Evaluation/Change DetectionResidual Evaluation/Change Detection


