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Introduction

❖Motivation for Robust Identification and 
FDI Design

❖Residual Filter Design General Description

❖Robustness Issue Overview

❖ Fault Model Description

❖Residual Evaluation Technique
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Vision Statement (i)

✓ The Method  is a model-based FDI scheme relying 
on:

➢ the identification of a linear model of the monitored 

process.

➢ the use of dynamic observers or filters for the residual 

generation task.

✓ The key point consists of the integration of the 
dynamic system identification with the design of the 
residual generation system for diagnostic purpose.
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Vision Statement (ii)

✓ Great care has been given to:

➢ the robustness of the processing architecture 
solution.

➢ the evaluation of the performance that can be 
achieved.

✓ This particular FDI technique has been applied 
successfully in studies involving also navigation 
systems of Unmanned Aerial Vehicles.
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Goal and Objective (i)

✓ Dynamic identification in the discrete-time domain 
in connection with the design and the use of 
observers or filters for the robust residual 
generation.

✓ Emphasis on the robustness versus modelling 
errors (i.e. the model-reality mismatch), 
nonlinearity and noise signals affecting the data 
acquired from the system.
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Goal and Objective (ii)

✓ Design of dynamic observers or filters exploited for 
the detection & isolation of faults affecting the 
process under investigation.

✓ Computation of fixed thresholds for performing the 
residual evaluation stage, based on a geometric 
analysis of the residual signals. 

➢ Thresholds have been settled to achieve robust 
performance of the FDI scheme.
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Goal and Objective
1. Monitored plant described by both input–output 

(AutoRegressive eXogenous, ARX or Errors-In-

Variables, EIV models) and State-Space (SS) 

canonical models.

2. Residual generator function design, insensitive to 

the disturbances, for linear, or linearised for non-

linear plants.

3. Observer/filter function design for false alarm & 

missed fault rate minimisation.
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Today’s Situation

✓ Aerospace Application Robustness

➢ System with Uncertain Description & Structure

✓ Model-Reality Mismatch

➢ Identification of a Known Linear Model

➢ Robust Residual Generation
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How Did We Get Here? (i)

✓ The analytical process model is derived through an 

identification algorithm as the accurate analytical 

model is not achievable from physical principles. 

✓ The MEX system is not perfectly known & the 

model parameters can be provided only with a 

certain degree of accuracy. 
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How Did We Get Here? (ii)

✓ In practice:

➢ the determination of a mathematical model of the 
dynamic system under investigation.

➢ the design of the diagnosis scheme.

are considered by means of direct analysis of the input-
output time series data.

✓ The proposed method  solves at the same time the system 
identification & the residual generator design problems.
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How Did We Get Here? (iii)

➢ The motivation for this combined procedure is 
based on requirements for:

✓ Robust discrimination between uncertainty 

(model-reality mismatch) and faults;

✓ Sensitivity to faults for good fault isolation.
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How Did We Get Here?
✓ A perfectly accurate mathematical model of a 

physical system is not available.  

✓ The parameters of the system may vary with 

time & the characteristics of the disturbance & 

noises are unknown.  

✓ Mismatch between the actual process and its 

mathematical model (model-mismatch error).  

✓ Disturbance signals act as sources of false alarms 

and missed alarms.
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Available Options (i)

➢ Robust observer approach

✓ can tolerate some extent of model uncertainty, 

✓ increases the degree of fault diagnosis 

reliability, optimises fault sensitivity, minimum 

false alarm & missed fault rates. 

➢ The model-reality mismatch (i.e. the monitored 

partially known model) is represented by means 

of model with “unknown input”. 
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Available Options (ii)

✓ Identification of a linear model of the monitored 

system (with unknown or partially known parameters). 

✓ Design of residual generators for a linear multivariable 

system with additive faults and disturbance signals. 

✓ The process under investigation is modelled in terms 

of input–output or state-space descriptions. 

✓ Straightforward design of the residual generation 

functions implemented by means of dynamic 

observers or filters.
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Available Options (iii)

➢ The results show that:

 the designed residual generator filters are able to 

manage disturbance and unknown signals. 

✓  They are obtained without using the provided 

process model under investigation, as the MEX is not 

completely known. 

❖  A linear model derived by means of a dynamic 

system identification approach has been selected, as 

it has known parameters.
More in detail...
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Available Options (4)

MEX

Process

Identified

System
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Available Options (5)

Residual

Generation

➢Performance criteria optimisation:

✓ Matrices identification (A, B, C, H)

✓ Minimisation of  2

2
)(te
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Available Options (6)

Residual

Generation

2

2
)(min te

H

Residual

Evaluation
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Available Options (7)

Residual

Evaluation

(i)

(ii)

(Adaptive thresholds? ...)
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Recommendation

✓ Proposed Method General Introduction

✓ Identification, Design & Tuning Methodology

✓ Result Analysis

✓ Good performances in simulation

➢ Detailed Procedure Description
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Identification, Design & Tuning 

Methodology
✓ Process Description

✓ Dynamic System Identification

✓ EE and EIV Model Identification

✓ System Identification for Robust FDI

✓ FDI Logic Scheme

✓ The Robustness Problem of Residual Generation for FDI

✓ Observer-based Approaches for FDI

✓ The Residual Generation Problem
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Monitored 

MEX Process

Identification

+

Residual

Generation

+

Residual

Evaluation

+

Performance

Evaluation
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Process Description

Fault & disturbance

signals

State-Space Model
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Dynamic System Identification (i)

Input-output ARX/EIV models

Innovation form state-space model
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Dynamic System Identification (2a) PEM
From input-output to (canonical) state-space models
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Dynamic System Identification (2b) N4SID
Numerical algorithm for Subspace State-Space System IDentification

“Oblique projection”

SVD

Matrices              computation

...
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Dynamic System Identification

(3)

From uncertain system to known 

model with unknown inputs

2

2
)(min te

H

Innovation form state-space model
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System ID for Robust FDI

✓ Technique insensitive to modelling uncertainty.

✓ Identification of the “disturbance distribution matrix” 

i.e. the matrix H.

✓ The uncertain MEX system is described by means of a 

known model with unknown inputs e(t) .

✓ The residual generator can generate residual signals 

with disturbance de-coupling properties:

➢ Robust FDI solution.
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Observer-based Approach for FDI

Identified

model

Diagnostic

observer

Residual Generation (Innovation form)
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Residual Generation (i)

Residual Properties

Properties
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Residual Generation (ii)

Residual generation 

problem
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✓ Uncertainty = Disturbance => Unknown Input e(t)

✓ Disturbance de-coupling  => minH |e(t)|

❖ Fault sensitivity and disturbance robustness 
trade-off = optimisation problem (literature)

❖ Disturbance effect minimisation   (this method)

➢ Identification + robust filter design (H2 )

Residual Generation Problem
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Analytical Performance Analysis

✓ Application Example and Results

➢The MEX Satellite System Simulator

✓ Simulated Fault Conditions

✓ MEX State-Space Model and MEX Model Structure for FDI

✓ Some Practical Advices for State-Space Model Building

✓ Residual Generator Design for FDI – Dynamic Observers

✓ Fault Isolability

✓ Comments, suggestions & further works 
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Analytical Performance 

Analysis (2)

Monitored Signals
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Analytical Performance Analysis

(3)
✓ CPSE Commands (18 signals): Command flag, Delay, 

Duration & Mode;

✓ Torque forces (6 signals);

➢Thruster on/off (4/8 signals);

➢Gyro measurements (6 signals);

✓ Attitude (3 signals);

➢Measured quaternions (4 signals);

✓ Disturbance (3 signals);

✓ Failure (3 signals).

❖N=10000 samples & Ts=0.1 seconds.

System Identification
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Analytical Performance Analysis

(4)
➢ Identified model performances

Model Order 
Selection
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Analytical Performance Analysis

(5)
➢ Identified model order selection

✓ PPCRE% or VAF% criteria (n4sid tool)

Thrusters to gyros Thrusters to attitude
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Analytical Performance Analysis

(6)
➢ Simulated fault conditions

➢ Fault condition detection with minimum delay;

➢ Fault location identification (isolation) detection with minimum delay;

❖ In the presence of disturbance.
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Analytical Performance Analysis (7a)
✓ The MEX non-linear plant is a 18th order model when 

flexible modes are considered (study first stage);

✓ The simplified MEX linear model is a 6th/7th order system 

when the flexible modes (due to solar cell arrays) can be 

neglected (in the short transient);

✓ The MEX system can be considered linear when the 

behavior from thrusters’ forces to attitude measurements 

are considered; small pointing errors (study second stage);

✓ The model of the thrusters is non-linear, i.e. when the 

actuators’ link between thrusters’ forces and thrusters’ 

on/off commands have to be taken into account;
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Analytical Performance Analysis (7b)
✓ The MEX model can be simulated in  different working conditions;

✓ Fault detectability and MEX model structure can change with time;

✓ Disturbance and uncertain signals are present; they represent main 

engine and thruster misalignment;

✓ Disturbance is a torque orthogonal to the direction (a force);

✓ The dynamics of the rigid body (i.e. when the MEX satellite is 

considered for ) is well-known; the model of the flexible models 

(acting for  and due to solar cell array flexible structure) is not 

known;

✓ An estimation of the disturbance torques is available from the 

Simulink MEX model; this estimation cannot be reliable in long time 

due also to noise signals.
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Analytical 

Performance Analysis

(8)
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Analytical Performance Analysis (9)

Observer

design

Residual Generation for 

Fault Detection
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Analytical Performance Analysis (10)

Fault-free & faulty residuals for thruster faults.
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Analytical Performance Analysis (10a)

Fault-free & faulty residuals for thruster faults.
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Analytical Performance Analysis (11)

The fault-free & faulty residuals for gyro 1 faults.
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Analytical Performance Analysis

(12)

➢ “Structured” Residual Selection 

➢ Depend on (A, B, C, H) model structure 

✓ ri(t) represents the faulty residual vector

➢ “Fault Signature Matrix” Generation

❖ Given detectability/isolability properties 

Fault Isolation

Voting scheme
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✓ Fault Isolation Table: Thruster faults (1)

Analytical Performance Analysis

(13)

✓ Distinguishable table rows

❖ 3 residual signals suitably selected!



24/11/2025
48

✓ Fault Isolation Table: Thruster faults (2)

Analytical Performance Analysis

(14)

✓ 2 Undistinguishable table rows

❖ 4 residual signals were selected
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✓ Fault Table: Gyro faults

Analytical Performance Analysis

(15)

➢ Detection Delay Time
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✓ Detection or isolation delay-time 

evaluation

➢Adaptive thresholds: (?)

Analytical Performance Analysis

(16)

Parameters th & 
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Analytical Performance Analysis

(17)

Evaluated parameters
(over simulation experiments)

❖ Simulation Analysis

Maximisation

Minimisation

Parameters th & 
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Analytical Performance Analysis (18)

❖ Tuning Methodology.

✓ Initial settling of th and  parameters.

➢ Empirically fixed, e.g.:

▪ th = 0.1 (+/- 10% of max & min fault-free r(t)).

▪  = 3 (3 law for 99% confidence level WGN).

✓ Fine parameter tuning.

✓ Simulation analysis with experiments.

▪ Parameter validation (using a different data set).

❖ Fault sensitivity maximisation, false alarm & missed fault 

alarm rate minimisation (Monte-Carlo analysis NMC).
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Analytical Performance Analysis

(19)

Summary (1)

System

Identification

+

Residual

Design

+

Residual

Generation
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Analytical Performance Analysis

(20)

Summary (2)

Residual

Evaluation

+

Residual

Detection

Isolation

+

Performance
Evaluation

(Monte-Carlo
analysis)

Simulation
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Analytical Performance Analysis

(21)

Results (1)

Monte-Carlo

 = 2.316

Thruster faults

NMC = 100
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Analytical Performance Analysis (21a)

Results (1a)

One experiment

 = 2.316

Thruster faults

A single Monte-Carlo experiment
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Analytical Performance Analysis

(22)

Results (2)

Monte-Carlo

th = 0.254

Thruster faults

NMC = 100
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Analytical Performance Analysis (22a)

Results (2a)

One experiment

th = 0.254

Thruster faults

One single Monte-Carlo experiment
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Analytical Performance Analysis

(23)

Results (3)

Monte-Carlo

 = 2.237

Gyro faults

NMC = 100
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Analytical Performance Analysis (23a)

Results (3a)

One experiment

 = 2.237

Gyro faults

One single Monte-Carlo experiment
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Analytical Performance Analysis

(24)

Results (4)

Monte-Carlo

th = 0.3

Gyro faults

NMC = 100
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Analytical Performance Analysis (24a)

Results (4a)

One experiment

th = 0.3

Gyro faults

A single Monte-Carlo experiment
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Analytical Performance Analysis (25)

Results (1)

Monte-Carlo

Empirical value

 = 3

Thruster faults

NMC = 100
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Analytical Performance Analysis (26)

Results (2)

Monte-Carlo

Empirical value

th = 0.1

Thruster faults

NMC = 100
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Analytical Performance Analysis (27)

Results (3)

Monte-Carlo

Empirical value

 = 3

Gyro faults

NMC = 100
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Analytical Performance Analysis (28)

Results (4)

Monte-Carlo

Empirical value

th = 0.1

Gyro faults

NMC = 100
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Conclusion & Further Works (1)

✓ Application of the residual generation technique for 

the MEX process.

✓ Linear approximated model, with sensor, actuator 

faults & disturbance.

✓ The proposed approach consists of a combined 

model identification & robust FDI technique.

✓ Identification approach in connection with the design 

of output observer schemes for FDI. 

✓ Robustness properties against modelling errors, 

measurement noise, uncertainty and disturbance.
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Conclusion & Further Works (2)

✓ Complete design procedure for the dynamic model 

identification & the FDI of the MEX process.

✓ Single fault on the actuators (thruster) & the output 

sensors (gyro & measured quaternions) of the 

monitored MEX process.

✓ The physical knowledge of the process under 

observation is not be required.

✓ The input-output links are obtained by means of an 

identification scheme (ARX & EIV models) with PEM & 

N4SID identification schemes.
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Conclusion & Further Works (3)

✓ Results obtained by evaluating the performance achievable 

by Monte-Carlo simulations. 

✓ The FDI scheme parameters were “tuned” & optimised, for 

obtaining good performances in terms of rate or 

probability optimisation. 

✓ The achieved FDI capabilities of the proposed method 

indicate that the considered fault cases have be detected 

& isolated with arbitrary degree of false alarm rates & 

missed fault probabilities. 
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Conclusion & Further Works (4)

❖ Model Identification & Validation using different sequences of 

data acquired for the MEX simulator. 

❖ FDI scheme parameters (th & ) were “tuned” & validated over 

different data sequences.

❖ Adaptive thresholds? ... 

❖ The achieved results indicate that the tuning of the parameters 

(identification & threshold values) has not to be performed 

during MEX flight conditions.

➢The proposed approach seems to be of interest for diagnostic 

practical applications (of the MEX satellite). 
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